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THUAT NGiT CHUYEN MON 

Trong tai lieu nay, nhang thuat ngir chuyen mon tieng Viet va tieng Anh duce 
tham chieu nhu sau: 

STT TIENG VIT TIENG ANH 

1 Danh gia bac, mat Pennetration test 

2 Lam ding Hardening 

3 Tel) tin nhat ky Log file 

4 Luu nhat Icy Logging 

5 Sao luu toan phan Full backup 

6 Sao ltru b6 sung Incremental backup 

7 Sao ltru khi co khac Net Differential backup 

8 Mao dal cUa g6i tin Packet header 

9 Ban va Patch hoac Bug fix 

10 Thu din tir lira dao Phishing email 

11 L6i bao mat Vulnerability 

12 Luu luting mpg Network traffic 

13 Danh sach den Blacklist 

14 Lap Mang Network layer 

15 Lop Giao van Transport layer 

16 L6fp O'ng dung Application layer 

17 He th6ng phat hien xam nhap IDS 

18 He th6ng ngan ngira xam nhap IPS 

19 Thiet bi chuyen mach Network switch 

20 Khu vice each ly DMZ 

21 Co s6 dd lieu Binh danh Alias database 

22 Quan tri ta xa Remotely administering 
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CHU'ONG 1 
PHAM VI, DOI 'WONG AP DUNG 

1.1. Ph4in vi Ai) dung 

a) Tai lieu nay huang clan cac dieu kien ca ban, each thirc, quy trinh tilde 

hien, huong dan ap dung cac yeu cau tOi thiL v)e cau hinh va hoat clang cda may 

chtl thu dien tir nham bao dam an toan thong tin va pheng tranh cac hoat clang 

nguy hai den he thong thu dien tir cira cac co quan, to chirc nha 

b) Ca quan, to elide chiu trach nhiem xay dung he thong thu dien tir cho cac 

co quan, to .chirc nha nu& 	tren hu6ng an nay de tang cuang bao dam an toan 

thong tin. 

1.2. 136i tuvng AI) dung 

a) Tai lieu nay ap dung clai voi cac ca quan, to chirc, ca nhan CO lien quan 

den viec thiet ke, xay ddng, guar' ly, van hanh cac he thong thu dien tir cho cac co 

quan, to chirc nha nuarc. 

b) Khuyen khich cac doanh nghiep, to chirc khac ap dung huang dan nay. 

CHU'ONG 2 
MOI TRU'ONG THONG THU' DI1N TU' 

Yeu cau ley thqt ve bao dam an toan thong tin cho mai truang he thong thu 

dien tir dtryc di6n giai nhu sau: 

2.1. Phan mem he diL hanh 

2.1.1. Lira clip]] he di'du hanh 

Truefc khi thus hien viec cai dat moi truang cho he thong thu dien tir, co 

quan, to chirc can xem xet theo nhu cau hoat clang cda minh de hp chon he dieu 

hanh phd hap. Viec lira ch9n he dieu hanh cho may chd thu dien to can tuan theo 

mot so yeu cad sau: 

a) Xac dinh muc dick hoat clang va cac dich vu se clugc sir dung tren may 

chir thu dien tir de trien khai sir dung cac dich vu thu dien tir nhu SMTP, POP, 

IMAP,... Tuy nhien, trong tinh hinh hien tai, cac may chir thu dien tir cluge khuyen 

ea° sir dung cac dich vu clda tren giao thirc bao mat nhu.  HTTPS, SMTPS, POPS, 

IMAPS voi giao thirc TLS. Viec sir dung giao thdc SSL c6 the duac ap dung khi 
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cac ban cap nhat dia giao thtrc SSL da va cac lof bao mat cila cac phien ban 

SSLv1, SSLv2, SSLv3. 

b) Xac dinh tinh chat cda cac ngugi dung de phan loci va tag ra cac nhom 

ngugi dUng thich 119p voi d4c tinh dia he dieu hanh. 

c) He dieu hanh dugc ch9n can co cac tinh nang: 

- Co kha nang tir chi cac truy cap den cac thong tin quan trgng tren he 
thong. 

- Co kha nang loaf be) ho4c vo hieu qua cac dich vu mpg di kern he dieu 

hanh nhung khong can thiet. 

- Co kha nang ghi nhat lcy cac hoat clOng can thiet tren may chU de phat hien 

cac xam nhap va hanh clOng co gang xam nhap. 

- Dtrgc ho trg thugng xuyen tir don vi phat trien, c6 cac hoat Ong cap nhat 

cac ban vd va nang cap phan mem dinh 

d) T6 chirc can xem xet den kha nang dao tao nhan Ige trong vied quan tri va 

dieu hanh he dieu hanh sap dugc chon lua. 

2.1.2. Chi c101 va cau birth he die'u hanh 

Viec cai dat va cau hinh he dieu hanh sir dung cho may chili thu dien tir can 

clap ilmg cac yeu cau: 

a) Va cac raj va nang cap he (lieu hanh: Cac ban cai ciia he dieu hanh khong 

phai bao gia ding la phien ban mai nhat. Do do, sau lchi tien hanh cai dAt, quail tri 

vien can cap nhat cac ban va bao mat cung nhu nang cap he dieu hanh. Viec nang 

cap nay clang thoi cung dugc ap dung cho cac phan mem khdc dugc cai dAt tren 

may chn. Luu y rang can can nhac sir dung cac phien ban on dinh (stable) han la 

cac phien ban van clang trong cac giai clop phat trien va thir nghiem. 

b) Loai ba hoc vo hieu hod cac dich vu va phan mem khong can thiet: May 

chu thu dien tir nen dugc dAt tren mot may chii rieng va boat clang cho chi mat muc 

dich. Vi vay, cac dich vu va cac phan mem khac can dugc loci bo hoAc vo hieu 

hod. Chi cac phan mem can thiet cho str hoat Ong ciia may chu thu dien tir moi 

dugc kich hoat va sir dung tren may chit thu dien tir. Cac dich vu thOng thuang co 

the can dugc vo hieu hod gam: 

- Dich vu NETBIOS 

- Dich vu chia se tep tin va may in 
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- Dich vp NFS 

- Dich vu Telnet 

- Dich vu FTP 

- Dich vu He th6ng thong tin mpg (NIS - Network Information System) 

- Cac 1)6 cai ngon ngir va 	vien khong can thiet 

- Cac cong cu phat trien va go' r6i (debug) c6 san tren he th6ng 

- Cac cong cu quail 1T mpg khong can thiet 

Can km y rang viec loci be' clugc khuyen cao uu tien hon viec vo hieu hod vi 

thong qua viec tan cong, ke tan cong c6 the thay d6i cAu hinh va kich hoat lai cac 

dich vu va phAn mem khong can thiet nay an den viec may chir phai d6i mat vdi 

rui ro trong tuong lai. 

c) Cac tai khoan tren he th6ng can bi vo hieu boa trong mot thari gian nhat 

Binh khi co nhieu hxgt xac thirrc khong thanh cong xay ra. 

2.1.3. Clu birth xac that ngtrai dang tren he di'du hank 

S6 luting cac tai khoan tren may chill can &rye 	han va chi throe cap cho 

nhang can bO can thiet phuc vu cho cong tac quan tri, cu the: 

a) Loai b6 hoac vo hieu boa cac tai khoan va nhorn mac dinh khong can thiet 

tren he th6ng. 

b) Vo hieu hod cac tai khoan khong hoat dOng va khong can thiet. 

c) Tao, cap Oat tai khoan can dtxa tren ke hoach trien khai. 

d) Phan cap va phan quyen hop ly cac tai khoan ngubi dirng vao cac nhom 

phir hop voi tinh chAt cong viec cua tirng ngtrafi. 

2.1.4. Cie thanh phan bao v klinc 

Co quan, to chirc c6 the xem xet viec Su' dung them cac thanh phan va cong 

nghe de 116 trg cho tinh bao mast dm may chu thu dien tir nhu sir dung the thong 

minh (smart card), xac thvc sinh trac hoc (biometric) hoac mat khAu sir dung mot 

lAn (one-time password). 

2.1.5. KiEm thfrdinh IcY mac do bao It* cda may chi) 

Co quan, to chdc can co ke hoach kiem tra Binh kY dO bao mat va an toan 

ciia he dieu hanh de chac chan rang cac glad phap bao mat dang dp dung van ph6 
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hgp. Cdc phuang thirc kie'rn tra c6 th6 ap dung nhu de quet 16 h6ng hoac tien hanh 

danh gia bao mat (pennetration test). 

2.2. PhAn mem may chii thu c1ien ta' 

2.2.1. Cal d'at ph.4n mem may chti dm. (110 hr 

Sau khi chat chan rang he dieu hanh da dugs cai dat dung theo cac quy trinh 

bdo mat, nguen quan tri can thirc hien cai dat phan mem may chu thu dien tir theo 

cac nguyen t'Ac sau: 

a) Can cai dat may chil thu dien tir tren may chili'  ao hoac vat 1)",  rieng, khOng 

sir dung chung vai cac dich vu khac nhu web, co sa da lieu,... 

b) TuST thuOc vao nhu cau sir dung dm tirng dan vi de xac dinh Ung dung tin'n 

dien tir nao se &lye cai. 

c) Sau khi cai dat can thus hien ngay vies cap nhat cac ban va bdo mat va 

nang cap tir nha cung cap. 

d) Sir dung mot phan viing hoac o cung vat 17 rieng de lull trLr thu dien tu.. 

Ca quan, to shirt co the xem xet trien khai he th6ng luu tr 1 nhu SAN (Storage 

Aera Networking) phi:1116p v6i thus t6 tirng dan vi. 

d) Thao g'6 hoac vo hieu hod cac dich vu di kern cila may chi) thu dien tir 

khong can thik nhu cac dich vu truy6n tai tep tin (FTP), quan tri tir xa,... 

e) Xod b6 cac thanh phan kern theo khong can thik tir dan vi phat trim nhu 

tai lieu twang dan, ban dung thin cac img dung khac 

g) Cau hinh cac thong tin cila may chii tren tat ca giao thirc nhu SMTP, POP, 

IMAP hay cac dich vu khac darn bdo rang may chU khong dua len cac thong tin ve 

ten iing dung thu dien tir hay he dieu hanh va phien ban dang sir dung. 

h) Vo hi6u hod cac lenh nguy him va khong can thik nhu VRFY hay EXPN 

2.2.2. Ciu hinh pha'n mem may chi; thu• ()HO hi' 

Viec van hanh may chii thu dien tir can tuan thu mot s6 quy tac sau nham 

giam thi6u cac rui ro tir cac tan cong ve sau: 

a) Gi6i han quy6n truy cap cUa phan mem may chu thu dien d6n cac tai 

nguyen khac he th6ng, dac biet la cac tai nguyen nhu: 

- Cdc -Cep tin cau hinh cua he th6ng. 

- Cac fel) tin chira thong tin dang nhap, phan quyesn ding nhu khoa mat ma. 

- rep tin nhat 1([ dia may chU. 
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b) Can chac chan rang cac tep tin nhatk)"7 dia may chd thu dien tir dugc ILru 

tai phan viing vOi dung luting phu hgp cho hoat Ong lau dai. 

c) Han the kich thuac cua tep tin Binh kern phil hgp vOi dung luting 6 ding 

dang sir dung cua may chit thu dien 

d) Han the cac loaf tep tin có the dugc Binh kern theo thu dien tir de dam bao 
cac tep thgc thi va tep co nguy ca mat an toan cao khong clugc giri di tren he th6ng. 

d) 	han tOc dO giri thu dien tir cua tong tai khoan phu hop 	nhu cau 

cua to chdc. Vi du: có the gich han cho phep gdi khong qua 5 thu dien tir trong 
yang 1 phdt va giori hp se) luting ngueyi dtrgc giri ding hac thong qua elide nang 

CC, BCC. 

2.3. He thong, thik bi mang 

2.3.1. V/ tri dat may clui thin di0 trr tren mo hinh mang 

a) May chit thu dien tir thuOng thrgc dat trong mpg not bO va dugc bao ve 
bOi mail gateway hoac tuarng lira de darn bao an toan va tien dung cho ngdOi dUng 
nor b6. 

b) Mail gateway clang vai tro trung gian, gidp may chd thu dien to giao tiep 
voi Internet, mail gateway chi cai dat nhtrng chirc nang ca ban, thiet }feu nhat nen 
de clang de lam el:mg va nang cao bao mat han may chu thu dien tir. Tat ca thu dien 
tir va lien lac phai di qua mail gateway dude khi dugc chuyen tai may chu mail de 
xirl)'/. Mail gateway se lam cho cac cuOc tan cong vao may chu thu dien tir kho kha 
thi han, sir dung mail gateway trong khu vuc each ly (DMZ) se tang mac do an 

toan han cho may chi' thu dien 

2.3.2. Thilt bi tirevg Icia 

a) MOt tueyng lira a bao ve he th6ng thu dien tir can dugc cau hinh de chan 
tat ca truy cap tai may chii thu dien tir tir Internet trir cac cong can thiet nhu cong 
TCP 443 (HTTPS), 25 (SMTP), 110 (POP), 143 (IMAP), 465 (SMTPS), 389 
(LDAP), 636 (Secure LDAP), 993 (Secure IMAP) va 995 (Secure POP). Tuong 
Ida la vi tri phOng thu dau ti'en trong mpg not bO cho may chi' thu dien tir. Tuy 

nhien, d dam bao an toan, cac to chirc can trien khai nhieu lop bao ve khac nhau 

cho he th6ng thu dien td, darn bao he th6ng thu dien 	khong bi phu thuOc vao 
mot bo dinh tuyen, Wong lira hay mot cau phan nao dO cua he thOng mang de ngan 
chan tan cong. Mat khac, tuOng lira can dugc cau hinh de chan cac *11 vu khong 
dugc ma hod tren cac cong 25,110,143,398 ngay khi cac dich vu cc') h6 trg ma hod 

da dugc trien khai tren cac cong 	Ngoai ra, LDAP la dich vu khong can thiet 
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phai cong khai tren Internet, viec sir dung LDAP hay LDAPS can gioi han cac dia 

chi IP co the truy cap. 

b) MOt tiring lira t6i thieu can co kha nang ngan chan a cac lap Mang va lap 

Giao van (trong mo hinh OSI), vai mire ngan chan nay, Wing lira c6 the lgc theo 

cac thong tin sau: Dia chi IP nguin; Dia chi IP dich; Kieu dir lieu truyen tai; cong 

TCP/UDP va trang thai, khong the ngan chan cac cuOc tan cong o lop irng dung 

(chan !pc theo not dung). Khuyen khich sir dung Wing lira co kha nang lgc a lip 

irng dung. 

c) De tang cuing bao mat cho he thing thu dien tir bang tuing 	phan 

mem Wing lira can dam bao dugc cap nhat cac ban va mai nhat, co kha nang va 

dugc cau hinh de ho trg cac not dung sau: 

- Kiem soat tat ca luu lugng mang gitra may chii thu dien tir va Internet 

- Chan tat ca cac luu lugng mang den may chir thu dien tir trtr cac cong can 

thiet nhat 

- Chan cac dia chi IP hoac dai IP ma he thing IDS/IPS bao ve trong thoi 

gian van hanh 

- Chan tat ca cac IP hoac dai IP tai danh sack den ma cac to chic uy tin da 

thing ke va cong bo dinh l(ST 

- Canh bao cho quan tri mpg hoac quan tri he thing thu dien tir ve cac hanh 

dOng clang ngi 

- Co kha nang chan lgc theo not dung 

- Co ldla nang de quet ma dOc 

- Co kha nang phong ching cac cuOc tan cong tir choi dich vu 

- Co kha nang ngan chan cac hanh clOng bat timing dugc phat hien trong qua 

trinh hoat dOng cilla he thing 

- Luu vet cac su kien quan trong vai cac thong tin chi ti6t: thii gian, dia chi 

IP ngu'in va dich, giao thirc, ten sir 

d) Ngodi he thing Wing lira chung bao ve trong mpg, Mang lira tich hgp 

trong he dieu hanh van can dugc kich hoat va duy tri. Cac tugng lira nay can dat 

cac luat chi cho phep nhimg giao dich vao/ra can thiet, phuc vu cho dich vu thu 

dien tir va cac dich vu ho trg lien quan. 
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2.3.3. He thong phat hies va phOng thong A-din nbOP 

a) He th6ng phat hien xam nhjp (IDS) la mgt he th6ng nhjm phat hien cac 

hanh d6ng tan cong vao mot mjng. Mgc dich cua IDS la phat hien cac hanh cigng 

pha hog cl6i vai van de bao mat he th6ng, hojc nhang hanh Ong trong tien trinh 

tan cong nhu tim hieu, quet cac cong. Mgt tinh nang chinh cua he th6ng nay la 

cung cap th6ng tin nhjn biet ve nhang hanh Ong khong binh thugng va dua ra cac 

bao canh bao cho quail tri vien mjng de khoa cac ket not dang tan cong nay. 

b) He thOng ngan ngira xam nhap (IPS) la he thOng theo dOi, ngan ngda kip 

thai cac hog dOng xam nhjp khong mong mu6n. Chirc nang chinh cua IPS la xac 

Binh cac hog Ong nguy hai, luu giix cac thong tin nay. Sau do ket hgp voi Wang 

lira de dirng ngay cac hog dOng nay, va cu6i cung dua ra cac bao cao chi tiet ye 

cac hog dOng xam nhap trai phep tren. 

c) He th6ng IPS dugc xem la trugng hgp mg rang cua he th6ng IDS, each 

thirc hog Ong cung nhu djc diem cua hai he th6ng nay twang ttr nhau. Diem khac 

nhau duy nhat la he th6ng IPS ngodi kha nang theo dOi, giam sat thi can có eh& 

nang ngan chjn kip thgi cac hog Ong nguy hai d6i 	th6ng. He th6ng IPS sir 

dung tap lujt Wong ttr nhu he th6ng IDS. 

d) Cac he th6ng IDS/IPS can dugc eau hinh de tai thieu dap Ung cac kha 

nang sau: 

- Theo (lei toan b6 ltru lugng mjng di va den may chu thu dien tir 

- Theo dOi six thay d6i cua cac tap tin quan trong tren may chti thu dien 

- Theo dOi tai nguyen he thOng tren may chu thu dien tix 

- Chjn (kit hop thong qua tuOng 	cac dia chi IP hoc dai IP dugc xac 

dinh dang tan cong vao he thOng mjng 

- Thong bao tai cac b6 phjn lien quan 	tri mjng, quart tri he th6ng, 

guar' tri may chu thu dien 	ve cac hanh Ong kha nghi 

- Phat hien cac hanh clOng d6 quet va dau hieu nghi ngO tan cong 

- Luu sg kien lien quan veri day du thong tin 

- Luu man dau cua cac goi tin lien quan tai cac hanh Ong kha nghi de phut 

vu phan tich neu xay ra six co 

- Cap nhjt dau hieu nhjn biet dinh ky (hang ngay tgi hang tuan) 
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2.3.4. Thiet bi chuyen mach 

Thiet bi chuyen mach can dugc eau hinh 6 the do bao dam an toan thong tin 
cao nhat de ch6ng lai cac hinh thirc tan cong vao ARP (Address Resolution 
Protocol) va cAu hinh de có the giri town bO luu lung mang ve thiet bi IPS (neu co) 
de phan tich va pheng chOng cac cuOc tan cong. 

CHU'ONG 3 
PHONG, CHONG LOI DUNG, GIA MAO THU' DIEN TIC 

3.1. Pheng, chOng ma dOc va virus. 

Thu dien to la mot trong nhtmg phuong tien phO bien de phat tan ma dOc va 
virus trong th6i gian gan day. Cac thu dien tir nguy hai cho nguai dung can dugc 
danh dau va thong bao rO rang den ngithi dung thong qua tieu de, phan loai thu 
dien tir hoac cac phuo'ng thirc kliac. Do do, may chu thu dien tir can dugc trim khai 
cac phuong an phat hien, pheng tranh va canh bao virus/ma dOc giri den ngtx6i 
dung nhu: 

3.1.1. Thrrc hien dO quet tren twang Ilia &troy may chi; thcr dien 

Viec d6 quet virus tren tu6ng lira la each phO bien de phat hien ma dee tru6c 
khi no vao he th6ng. DOng thoi, tuerng lda cung co kha nang kiem tra ca thu dien tir 
giri den va gdi di tir may chu. Tuy nhien, viec trien khai tuang lira co kha nang nay 
can phii hap vai tinh hinh va chi phi thut to cua don vi. Ngoai ra, cac ca quan to 
chirc co the xem xet thgc hien viec de quet tren thiet bi mail gateway neu co dam 
bao phu hyp nang luc quan tri va thvc to cua tirng dan vi. 

3.1.2. Thcrc hien do quet ngay tren may dui thu' dien 

Day la l‘ra ch9n phu hgp va co kha nang phat hien viec ma dOc dugc gui 
trong nOi bO don vi. Viec do quet ma dOc tren may chU thu dien tir dOng thai ding 
CO kha nang d6 quet tren ca cac thu dien tir giri di va giri den may chu. Hau het cac 
phan mem may chii thu dien tir deu dugc phat trien san cong cu 116 trg do quet 
virus kern theo. VI vay, quan tri vien có the kich hoat chirc nang nay va ti6n hanh 
cap nhat ca s6 du' lieu cho viec phat hien virus/ma dOc. 

3.2. Ph6ng, chOng thu' rac va thong tin dOc hai 

He thOng thu dien tir can có kha nang phang tranh dugc cac nguy ca v" thu 
rac va cac thu dien tir cc') nOi dung dOc hai ding nhu thu dien tir lira dao. Do do, cac 
may chU thu dien tir can dugc cai (tat va kich hoat chirc nang chan 19c theo nOi 
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dung, theo dia chi gdi va cac thong so khac cua thu dien tir. Ngodi ra, may chu thu 

dien tir cAn cung cap kha nang cap nhat cac thong tin cho bO 19c dinh kS/ va dOt 

xuAt tuST theo tinh hinh thuc t6 cua don vi. D6i 	cac truOng hgp phat hien thu 

dien td chira ma dOc hay gia mao, cac co quan, to chirc c6 the gdi mAu thu gia mao, 
thu chira ma dOc ve Trung tam VNCERT de dugc 116 trg ngan chAn. Thong tin tiep 

nhAn dugc ph6 bien tai website cua Trung tam VNCERT (http://vncert.vn)  hoAc 

qua dia chi email antoanthudientu@report.vncert.vn.  

3.3. Phong, chiing thir gia mao 

May chi" thu dien tir cAn cg co' the phat hien va chAn cac thu dien td gia mao 
(la cac thu dien tir gia mao dia chi giri di de clanh lira ngugi nhan) gay hai cho 
ngugi dung. Cac thu dien tir gia mao cAn dugc phan loci va thOng bao den ngugi 
dung tuang tir nhu d6i voi thu dien tir chira virus va ma dOc. Thu dien tin gia mao 
c6 the dugc girt tin hai ngu6n: gui tit ngoai vao to chirc va tir trong to chirc den 
nguoi nh4rt not b6. Cac bien phap phat hien va phang ch6ng bao g6m: 

3.3.1. Dal voi Mu dien ttrgia mao gui ta' ben ngoai vao to duly 

a) Sir dung DKIM (DomainKeys Identified Mail): DKIM la phuang tilde sir 
dung ma khod cong khai tren thu dien tin dua tren thOng tin ve ten mien giup ngugi 
nhan xac dinh dugc rang mot thu dien tir dugc giri di tir &rig ten mien den dia chi 
MAIL FROM. HAu het cac phAn mem may chil thu dien to bien tai deu 116 trg viec 
xac thuc sir dung DKIM de phat hien gia mao la cac thu dien tin khong mang thong 
tin xac thgc DKIM hgp le khi giri den to chirc. 

b) Sir dung SPF (Sender Policy Framework): SPF cho phep chi dinh nhiing 
dia chi IP dugc phep gui thu dien td to mot ten mien xac dinh. Do dO, may chti thu 
dien tir co the Oa tren dia. chi IP cua thu dien tir de phat hien viec gia mao va thuc 

hien chAn 19c. 

3.3.2. Dai voi 	dien tcrgia mao giii not b0 trong to chuc 

De phong, ch6ng thu dien td gia mao gdi td tai khoan thu dien tir not 1)6 den 
mot tai khoan thu dien tir khac cling to chdc, may au thu dien tir cAn dugc cAu 
hinh bat bu6c ngugi dung thuc hien xac tlagc truoc khi 	thu dien tir bAng giao 

tlairc SMTP hay SMTPS. 

3.3.3. Xac Uwe mail relay trong viec giii/n14n thu' dien tn. 

Ngugi quan tri cAn cAu hinh de yeu cAu nguai dUng thuc hien xac thuc trugc 
khi gdi thu dien td relay. Luu y rang viec xac thuc nay bao g6m ca xac thuc qua 
cac lenh cua may chi' thu dien tir nhu SMTP AUTH. Day la mot cAu hinh thong 
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thuang khong &lye dat san tren cac may chii thu dien tir nen nguai quail tri can luu 
y de tranh b6 xot dan den viec may chili bi lgi dung ve sau. 

3.3.4. Phong,, chang gia muo cac thong so Mu' dien 

Nguai quan tri can chac chan rang nguai dting khong c6 kha nang gia mao 

cac thOng so quan trong cua thu lien tir, dac Net la cac truang MAIL FROM, 

RETURN TO. Viec ngan chan nay can dugc thuc hien ngay ca 1:16i vai cac nguai 

dung da xac thuc tren he thOng. 

3.3.5. Sti- dung MO' ky so dni voi nproi clang cuo'i 
Ca quan, to chirc c6 the nghien ciru va trien khai viec cap phat cha ky so Uri 

tirng nguai sir dung de ph6ng, chOng thu gia mac). Viec trie'n khai can phii hop vai 

tinh hinh thuc to cua tUng dan vi. 

3.4. Phong, cho'ng tan cong do quet mat khAu 

Cac mat khau sir dung tren he thOng can darn bao cac yeu cau sau: 

a) DO dai: cac mat khau phai c6 dO dai it nhat la 8 ky to 

b) Do phirc tap: cac mat khau phai china ca ky to in hoa va ky to in thuang 

va it nhat ca mot ky to dac biet va chU so 

c) Thai gian hieu luc: cac mat khau phai dugc thay dinh ky 120 ngdy mot 

vai cac tai khoan cap cao can thay dOi mat khau cir 30 ngdy mot lan. 

d) Ding lai mat khau: mat khau thay mai khong dugc triing vai mat khau 

d) Quan 1y: nguai quan tri he thOng thu dien tir clugc phep dOi hay Ichai tao 

lai mat khau phai dugc xac thgc va c6 quy trinh quan ly cho viec yeu cau clOi hay 

khai tao lai mat khau. 

CHU'ONG 4 
QUAN TR! MAY CHU THU DIN TI 

4.1. Lu'u nh4t 1(3'7 

Luu nhat ky la chirc nang dac biet quan trong trong pan 1)"/, van hanh he 
thong thu dien tin. Viec lua chgn cac thOng tin toi thi6u d6 luu trix can phii hop cho 

viec de tim loi, canh bao kip thai tai nguai quail tri va phuc vu cong tac dieu tra, 

phuc h6i khi co su co xay ra. 

4.1.1. Yeu cau chung 

Can dam bao du khong gian luu tat de sao luu nhat ky; Cac ban luu nhat ky 

can dugc sao luu dinh ky phuc vu cong tac phan tich sau nay. Khuyen khich sao 
12 



luu cac ban nhjt kY tren he thong tach ren vai may chU thu dien ter, sao km nhjt ky 

tap trung. Then gian luu nhjt 14 can phi hap voi nang Itrc luu trir cua he thOng, 

nhung it nhjt can luu tru nhjt lcy trong 3-6 Mang de phtic vu cong tac dieu tra va 

phan tich khi xay ra slr co. 

4.1.2. Cac thong tin Mi thi'du can lull Lai 

a) Lien quan tai mpg nOi be): 

- Cac Loi ve thiet lap cap phat dia chi IP 

- Cac van de lien quan tefi cau hinh cua he th6ng phan giai (vi du: DNS, NIS) 

- Loi cju hinh may chii thu dien ter 

- Thong tin tai nguyen he th6ng may chu (dung lugng luu tru, bg nhg, CPU) 

- Ca sa dir lieu cac Binh danh 

b) Lien quan tbi ket n6i: 

- Thong tin ve clang nhap sai (ca clang nhjp thanh cong neu can dung luang 

luu tit) 

- Str c6 ye bao mjt 

- Stx co ye mpg 

- Loi giao thirc ket n6i 

- Ket n6i qua then gian cho plaep 

- Ket n6i bi tir ch6i 

- Thong tin ve lenh VRFY va EXPN 

c) Lien quan toi thu dien 

- Cac thu dien ter gexi theo str cho phep cua ngugi dung (Send on behalf 

of/Send as) 

- Dia chi khong ton tai 

- Th6ng ke ve s6 Luang thu dien tir 

- Cac thu dien ter Loi bi tra ve 

- Cac thu dien ter bi tri hoan 

4.2. Sao lull va phvc h6i 

Sao luu la mot trong nhang chdc nang va nhiem vu quan trung cua nguen 

quail tri he th6ng thu dien tit de bao dam tinh nguyen ven cua dix lieu tren may chel 
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thu dien td. Ngtrai quan tri he th6ng thu dien td can có lee hoach va tilde hien cong 
tac sao luu thuang xuyen va truac cac clot nal-1g cap, chinh sda he tla6ng. 

4.2.1. Cac hinh thdr sao 

Co 03 hinh thdc sao luu, bao gem: sao luu toan phan, sao luu b6 sung va sao 
luu khi c6 khac biet. Sao luu toan phan bao gOm he 'lieu hanh, dng dung lid du' lieu 
china trong may chil thu dien td. Sao luu toan phan cho phep de clang phtic hei toan 
b"O he th6ng ve trang thai tai thai diem sao luu tuy nhien viec sao luu nay dOi hOi 
thOi gian va dung luting sao luu lan. Sao luu be sung giam cac anh huang nay 
bang each chi sao luu phan du lieu c6 thay doi so vai truac do (co the nil' ban sao 
luu toan phan hojc ban sao luu bo sung truac do). Sao luu khi co str khac biet gan 
gi6ng vai sao luu b6 sung, no se sao luu toan bo din lieu c6 sir thay clei ke tir ban 
sao luu toan phan gan nhat. Phuang an nay se tang dung luting sao luu khi thai 
gian sao luu khi CO six khac biet each xa vai thai diem sao km toan phan. 

4.2.2. Quy trinh kit& ',hue khi bi str ca 

Khoi phtic may chd thu dien td sau khi bi mat an toan can dam bao tuan thd 
theo quy trinh do to chdc xay dtmg, c6 the tham khao cac btrac nhu sau: 

a) Buac 1: Bao ca.() six c6 tai IDO phjn chile nang cda to chine chiu trach 
nhiem ve xir 1Y sir c6 may tinh 

b) Buac 2: Cach ly may chd bi six c6 de khong bi lay lan hojc bi danh cap 
thong tin 

c) Buac 3: Kiem tra cac may chit khac de dam bao khong bi tuong to 
d) Buac 4: Phan tich nhjt ky, cac thong tin lien quan de tim ra nguyen phan 

va thd phan fan cong 
d) Buck 5: Khoi phtic he th6ng tit' ban sao luu: Can dam bao may aid throe 

cai phien ban he dieu hanh "sach" truac khi khoi phtic lai td ban sao luu; tat cac 
dich vu khong can thiet; Cjp nhjt cac ban va mai nhat; Thay d6i toan bO mat khau; 
Cau hinh lai cac yeti t6 bao mat cua he th6ng mpg de b6 sung them lap bao ve va 
canh bao. 

e) Buac 6: Kiem tra may chil de dam bao an toan 
g) Bute 7: Ket not may chd vao mpg 
h) Buck 8: Theo clOi he th6ng va mpg ye cac dau hieu ke tan cong co gang 

truy nhjp vao he th6ng hoac mang 
i) Bulk 9: Viet bao cao toan bo six c6 va qua trinh khoi phtic de rut Icinh 

nghiem 
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4.3. Kfem thir, danh gia may chil thir dien tir 

Mem thir an toan thong tin cho he thOng may chu thu dien tir can throe thuc 
hien dinh ky de phat hien nhang nguy ca tiem An mat an toan thong tin. Co mot so 

k5f" thuat de kiem thir cac may chd thu dien tir nhung phO bien nhat la: 

4.3.1. Cong cu quet cac nguy co' mat an toan 

Sir dung phan mem to Ong de nhan biet cac nguy ca tiem an hoac cau hinh 
sau cua may chii thu dien tir. Cong cu nay se sir dung co so.  du lieu Ion cac nguy co.  

mat an toast de danh gia he dieu hanh va cac Ung dung tren may chi' thu dien 
Thong thugng day la nhang 16i phO bien, nhang to hOng mai phai chg cap nhat to 
cac nha san xuat, do \Tay day khong phai la met phuong phap tuyet dOi de Oat hien 

cac nguy ca mat an toan. 

4.3.2. Krim thtr bin mat 

Day la mot phuang phap kiem thir bang each dung cac cong cu, kSi" thuat phe 
then, ke tan cong hay sir dung de kiem tra may chil thu ithen tir. Khuyen khich cac 
ca quan, to chirc thuc hien phtrang phap nay, tuy nhien can dam bao cac bien phap 
sao ltru dir phOng trugc khi tien hanh va can dugc tien hanh bai ca nhan, to chirc 
chuyen nghiep de tranh sai sot khong clang co. 

4.4. Quail tri tir xa 

De bao dam an toan cho he thOng thu then tir, khuyen coo cac co quan, to 
chdc vO hieu chirc nang quail tri tir xa. Trong truang hop thuc sir can thiet, can 

kich hoat chirc nang nay a quail ly he thOng thu dien tir thi can darn bao cac yeu to 

sau: 
- Sir dung cac bien phap 1Cy thuat du mph khi xac thkrc truy cap (vi du: ma 

khoa cong khai, dang nhap 2 bugc, mat khau Su' dung met 
- han truy cap theo dia chi IP 
- Sir dung giao thirc truyen tai ma h6a (SSL/TLS) cho ca mat khau va dir lieu 

- han quyen quail 1)2 dth vai tai khoan quan tri tir xa 

- Khong cho phep quail 1)'/ tir xa thOng qua Internet, trix khi da co day du cac 
bien phap dam bao an toan nhu thiet lap VPN 

- Khi kich hoot chirc nang quail tri tir xa, can thay dei het toan be mat khau 

mac dinh (neu c6) 
- Khong thiet lap chia se file/thu rmic giaa may chu thu dien tir va mang nth 

be lid nguoc 

15 



PHU LVC: 

DANH SACH NHItM VU BAO DAM AN TOAN THONG TIN CHO 

HE THONG THU' DIN TO' 

A. Mire dO 1 - Danh myc cac nhiem vu bao dam an than thong tin tOi thieu 

STT A  NOi dung can thkrc hien ., Tham chteu 

1 Trien khai cac giao thirc bao mat HTTPS, SMTPS, POP3 S, 
IMAPS thay the cac dich vu HTTP, SMTP, POP3, IMAP 

2.1.1.a 

2 Nang cap va cap nhat cac ban va bao mat mOi nhAt ,cho he 
thong. Can thir nghiem viec nang cap tren,  he thong dkx 
pheng til& de tranh xung clot sau khi nang cap 

2.1.2.a 

3 CAu hinh tir ch6i truy cap vao,  tai khoan mail va cac tai 
khoan he thong khi vugt qua 5 lan xac thvc that bai 

2.1.2.c 

4 Sira china cac hien thi thong tin tren cac dich vu dang hoar 
dOng 

2.2.1.g 

5 Chan cac COng dich vu khong can thie't tren may chil thu 
dien tir 

2.3.2.a 

6 Trien khai DKIM hoac SPF 3.3.1 

7 Kich hoat yeu cAu xac thuc SMTP 3.3.2 

8 Chi cho phep mail relay cho cac tai khoan da xac thkrc 3.3.3 

B. Mire dO 2 - Danh myc cac nhiem vu bao dam an toan thong tin nang cao 
Cac nhiem vu &raj day can duoc xem xet thirc hien phii hop voi tinh hinh time 

to tai tang don 

STT NOi dung can thtyc hien Tham chieu 

PhAn mem he dieu hanh 

1 Loai bO hoac vo hieu hod cac tai khoan va nhom mac dinh 
khong hoat Ong tren he dieu hanh va dng dung may chU 
thu dien tir 

2.1.3 

2 Loai 1)6 hoac vo hieu hod cac dich vu khong can thik di 
kern he dieu hanh 

2.1.2.b 

3 CAu hinh may chil thu dien tir hoat (16ng vOi tai khoan he 2.1.3.d 
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th6rtg dugc phan quyen phU hop.,Khong sir dung tai khoan 
root hay administrator cho cac tien trinh Lang nghe ket not 
va irng dung may chP thu dien tit' 

Phan mem may chti thtr dien tit' 

4 Trie'n khai may chit thu dien tir tren may chir rieng 2.2.1.a 

5 Lwi 1)6 holac vo hiesu hod cac dich vu khong can thiez t di 
kern img dung may chi' thu di0 tir 

2.2.1.d 

6 Luu tat thu di0 td va -tp nhlat ky tren phdn vitng hoc 6' 
dia cirng vat ly rieng 

2.2.1.d 

2.2.2.b 

7 VO hie'u hod cac l'rth VRFY lid EXPN cira giao thirc SMTP 2.2.1.h 

8 Cau hinh irng dung thu dien tir co the ghi log file nhung 
kh6ng the doe nhang log file nay 

2.2.2.a 

9 Casu hinh irng dung thu di"ri tir chi CO the ghi not dung file 
tren cac thu muc can thiet ma khong có quyen ghi not dung 
file ngodi cac thu muc nay 

2.2.2.a 

10 Gioi hp six truy clap ctla may chP thu dien tir vao cac dtt 
lieu quan trgng tren h 	thong 

2.2.2.a 

11 Gioi hp cac loci t'p dugc dinh kern tren thu din tir 2.2.2. 

12 Giori hp so luting thu dien tir có the clugc giri di trong mot 
khoang thoi gian n1.1.'t clinh 

2.2.2. 

13 GiCri han so luting nguoi nhP co the giri cirng Iiic bang 
chirc nang CC, BCC 

2.2.2.d 

He theing, thiet bi m4rig 

14 May chtl email clugc cI4t 6.  trong mpg not bOs va (Rive bao 
\f" bOi mail gateway va/hoac tuOng lira hoc may chu email 
clugc c14t trong khu vpc each ly (DMZ) 

2.3.1.a 

15 du hinh tuerng lira 2.3.2.a 

16 May chi' email dugc bao 1,/' bC(' i ttrong lira 6. lOp irng dung 2.3.2.b 

17 Tuarng lira quan ly toan 1)(5 traffic gitia mpg Internet va 
may chit email 

2.3.2.c 

17 



18 Tubng lira co kha nang chan tat ca cac luu lacing mang vao 
may chit'  email tit cac cong can thiet de hoat dOng 

2.3.2.c 

19 Tung lira c6 kha nang chan cac dia chi IP hoac dai dia chi 
IP ma IDS/IPS canh bao tan cong he thong mang 

2.3.2.c 

20 'Nang lira co kha nang chan "dank sach den" cluvc phat 
hien ba(i cac to chirc bao mat uy tin 

2.3.2.c 

21 TuVng lira c6 kha nang canh bac, quail tri mpg hoac quan 
tri he thong email ye cac hanh dOng kha nghi tan cong 

2.3.2.c 

22 Tutmg lira co kha nang chan 19c theo not dung va quet ma 
dOc 

2.3.2.c 

23 Thong lira dugc cau hinh de c6 the ch6ng cac cuOc tan cong 
tit' choi dich vu 

2.3.2.c 

24 Tung lira co luu nhat k)'/cac six kien quan tr9ng 2.3.2.c 

25 IDS/IPS throe cau hinh de theo dOi toan bO traffic di va den 
may chii email 

2.3.3.d 

26 IDS/IPS dirge cau hinh de theo doi six thay doi cila cac tep 
tin quan tr9ng tren may chii email 

2.3.3.d 

27 IDS/IPS duvc cau hinh de theo dOi tai nguyen he th6ng tren 
may chit'  email 

2.3.3.d 

28 IDS/IPS c6 kha nang chan (thong qua firewall) cac dia chi 
IP hoac dai dia chi IP duvc xac dinh la tan cong vao he 
thong mpg 

2.3.3.d 

29 IDS/IPS co kha nang giri thong bao toi bO phan lien quan 
ve cac sir kien kha nghi 

2.3.3.d 

30 IDS/IPS dirge cau hinh de luu six kien kha nghi va luu mao 
dau cac g6i tin lien quan tOi six kien do 

2.3.3.d 

31 IDS/IPS &lye cap nhat cac au hie'tt tan cong maii nhat theo 
clinhk(hang ngay d6n hang tuan) 

2.3.3.d 

32 Thiet bi chuyen mach throe cau hinh de chong tan cong 
bang hinh thirc ARP 

2.3.4 
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33 Thiet bi chuyen mach clugc cau hinh de chuyen toan be 
traffic tai IDS/IPS 

2.3.4 

non, ch6ng lyi citing, gin' in4o tint' di0 tir 

34 Cai (tat thanh phan do quet virus/ma dec. Cap nhat ca sa dit 
lieu cua cac thanh phan do quet virus/ma dec nay va djt che 
de hoat deng lien tuc (real time). 

3.1 

35 Cjp nhat nei dung cho cac be chjn 19c thu dien td 
spam/phishing va nei dung xdu 

3.2 

36 Ngan chjn viec gia mao cac thong so quan trgng cua thu 
dien tir ngay ca khi nguai dung da dugc xac thuc 

3.3.4 

37 Trien khai chinh sach mat khau manh 3.4 

Lau n4t 14 

38 Phan tich cac ban nliatk)'/ dinh ky de phat hien six co 4.1 

39 Sir dung cong cu phan tich nhat k)",  tir cleng 4.1 

40 Luu nhat 14 cac 18i cau hinh may chn thu dien tir 4.1.2.a 

41 Luu nhat lgi ve cac thong tin tai nguyen he thong may chu 
(dung lugng luu tra, be nha, CPU) 

4.1.2.a 

42 Luu nhatic)'T ve ca so• dux lieu cac dinh danh 4.1.2.a 

43 Luu cac su co' ve bac) mat 4.1.2.b 

44 Luu cac six co ye mpg 4.1.2.b 

45 Luu 18i giao thirc ket nei 4.1.2.b 

46 Luu ket nei qua thei gian cho phep 4.1.2.b 

47 Lau 1c6t n6i bi tir ch6i 4.1.2.b 

48 Luu thong tin ye Penh VRFY va EXPN 4.1.2.b 

49 Luu cac six kien lien quan den viec gui thu dien td theo su 
cho phep cua ngue(i dimg (Send on behalf of/Send as) 

4.1.2.c 

50 Luu thong tin \7' cac email giri 0i/fir clia chi khOng ton tai 4.1.2.c 
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51 Luu th6ng ke lie s6 luting email da gdi/nhan hang ngdy 4.1.2.c 

52 Luu cac email bi tra v6 4.1.2.c 

53 Ltru cac email bi tri hoan gdi 4.1.2.c 

Sao Itru va phve hiii 

54 Luu cac ban lull nhatk)',  theo not quy ctla ca quan, to chdc 4.2 

55 Gia lap tinh huong bi tan cong de dien tap phtic h'Oi he 
thong theo quy trinh 

4.2 

56 Sao luu may chit email theo hinh thdc toan bO hang tu'an va 
hang thang 

4.2.1 

57 Luu trtr ngoai tuy'en cac ban sao luu theo dinh kSi 4.2.1 

58 Sao luu may chd email theo hinh thdc bo sung hoac khi c6 
khac biet hang ngdy va hang tuan 

4.2.1 

59 Co quy ch6 va quy trinh v6 sao luu/phtic h6i may chili email 4.2.2 

Kielm thir, danh gia may chii thtr di0 hi' 

60 Dinh lcf qua loi bao mat cho may chd thu dien td va mang 
toi thi6u 6 thang/thn 

4.3 

61 Cap nhat da lieu cho cong cu qua l'6i bao mat truac khi 
kiem thug 

4.3.1 

62 Ti trien khai hoac thue cong ty bao mat thuc hien kiem thin 
tham nhap cho may chd email va mpg 

4.3.2 

63 Dinh kSTra soat, kiem tra nhatk)'7hoat dOng tren may chili 
thu dien td 

4.3 

Quail tri tir xa 

. 	_ 64 Ap dung cac bin phap kji thuat cho xac thdc clang nhap 4.4 

65 Giri Ilan ngtion truy cap tir xa thong qua dia chi IP hoac cau 
hinh mang/may 

4.4 

66 Sur dung cac giao tilde bad mat de truy6n tai mat khau va dir 
lieu 

4.4 

67 Gioi Ilan quaril)"/ d6i voi cac tai khoan pan di td xa 4.4 
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68 Thay doi tai khoan hoc mat khau mac Binh cho he dieu 
hanh va toan b0 dng dung tren may chili email 

4.4 

69 Chi cho phep quan tri tir xa ngoai mang not b0 khi có VPN 4.4 

70 1(1-1Ong cho pile') chia se file/thin muc giira may chi' thu dien 
tir va may trong mpg not lx) 

4.4 
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